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ABSTRACT

With the development of internet technology, a lot of content is produced, and the demand for it is increasing.
Accordingly, the number of contents in circulation is increasing, while the number of distributing illegal copies that infringe
on copyright is also increasing. The Korea Copyright Protection Agency operates a illegal content obstruction program based
on substring matching, and it is difficult to accurately search because a large number of noises are inserted to bypass this.
Recently, researches using natural language processing and Al deep learning technologies to remove noise and various
blockchain technologies for copyright protection are being studied, but there are limitations. In this paper, noise is removed
from data collected online, and keyword-based illegal copies are searched. In addition, the same heavy uploader is estimated
through profiling analysis for heavy uploaders. In the future, it is expected that copyright damage will be minimized if the
illegal copy search technology and blocking and response technology are combined based on the results of profiling analysis
for heavy uploaders.
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Table 1. Collection Title Noise Type Analysis
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Function1 -Bit-array generation function withkeywords as elements

Description. This function converts o a fixed size bit-arrayfor each content.

SETS:: Fixed Bit-array Size
SET keywords: Array of Extracted Keywords
SET HASH : SHA-256 HASH FUNCTION

1. BitArray Vector[S]=0

2. Forkeyword in Keywords:

3. Index=HASH(keyword) Mod$
4. Vector[Index]=1 #bitsetting

5. Return Vector

Fig. 4. Bit-array Generation Pseudo-code

3.2.3 Bloom Filter 7|2t SHH=EXS Z4AH

FFdlolele] bit-array¥ bit7} 43 dlolE]
bit-array?] bitell €xsl=# A A< Bloom
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oh R 1) Al S8 e Zlew
gl AR 9
(false negative)= XWJE BL/‘“S]-Z] olirl= E
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s, she] bite el sidach zed gls)
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g olzrt EAE] wiiel 71HErt A o

FILTER STORAGE

Do you have 'Key 1?7 .
e L Filter: No Storage : No
PE—

No

necessary
Do you have 'Key 2'? . disk access
—— | Filter: Yes Storage : Yes
PRE—
Yes : Here is Key 2
o h Key 37 necessary
Zoyoute BT ) Filter: Yes disk access Storage : No
False Positive

PE—

No No

Fig. 5. Bloom Filter Operation Process
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N
¢
P
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=
N
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0.3322 dAslar, 4, 570 3% 0.5 A3k,
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o]9] A7} 54 threshold®ul =of ZA=
ARk, AR ot AR B3 E 9% kole] ¢
AeE AT 5 9ok weba], Fgdlele] AlEel
s fAkgk Qst=, P2PelA] $3d Zul=e] 4|
5 &l EFHEAE "RV} 7Fs sl
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3.3.1 Feature Engineering

EHEAES ke f#3}=  heavy
uploadert F9 EWEAES o7ke] A|Eqt WA

H
sto] o2 OSPE &3l fraEsta, v Ad v
7l W 5 5

ggie}, AAFe bit el wE AR AR A
& et ek
A: Collected Data (1)
B: Copyrighted Public Data (2)
0 Count(B&A)
~ ilarity = Count(B) (3)
A1 8le, P2PellA 318 dlolelE ¢Jvls}
. A2 Ao gl FElelelE ojviai). 4]
39 HAKE BAL B bith 19 W 2 Qe
ol A9 bit7} 1<l N4E BY bit7} 14 =
3 e ololgieh, thal wal, ASH B 28 alds
o bit7b 181 A5 Be 719= 2 vhe S 9

o

1ghet, =rdlole] A5e) ZHol7h

[e] [e]
=TE A=

b A ZAE7) A FEeelee] A= A%

o] FYUdERZ FAS+= heavy uploadergs %A
& & ok ol AjgE AlZF 55l wkE heavy
uploader ¥ FX2 FAE EA37] e =,
P2P dHleolelolA 44& OSP/AAAID)YE HEA
2 Anbel] ojgt AR} w2l A=)
hashing 7|22 1007H¢] feature set= 44T

s

feature

t}. feature hashinge OSP/AAAHID)E #%

Table 2. Collection of contents information through crawling

Title 1D Price URL Number OSP
_ http://m.filekok.com/storage.ph
3Ly, | 1.0 malal
S SF 282 BRAl | gog0i | 90 | pract-view&idx=13409143&mS | 13409143 | it
(Lelel=ied woTe ) ec=MOV&sSec=all ol
[ vol del7] Azsfed . https://m.applefile.com/board/b LRSI
ol . .
4zt ) a3 A Rl 0 oard_view.html?idx=18283287 18283287 e
Hio] AF 49 o A http://m.wedisk.co.kr/mobile/co el
(Fast And Furious 2009] Yzlz 210 | ntents_view.jsp?id=28536930&st | 28536930 ;Mf
At | rm_id=null
(F. v A. XY ~ E } http://m.sedisk.com/storage.ph kel
W) (Al ) | IS ]88 p2act=view&idx=25700011 25700011 | ey
349 AzrolxAdE wju}! ((
: ? = mald
W 2 =) Ag . oA bks | 190 | PP/m-tplecokiitodor stora | 076,760 ;}
FHD . 2384 . Al i
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eSS4 FeR ARE Alksla, 1002
E wEe dikE FE ald el ze] 14 sk
% 100709 features A7 uwlzbr], OSP/A
AP FrEARE SR AR 7uek {ARgE e
= 7= feature set& A3, oW g Az
7} olwgt OSP4 2 e AxE-& FE3lla
1 F BHEAE ¥ A94E T BHEAE g
= 2 el B4 4 9l Table. 2.9F Zo] &

we FZelz=rb ksl AlElE g4 Table
3.9} #o] OSP/AAAE fEAAE 74 AHe
7|\kek frAkeE WElE 2= feature engineering

AIE Hogr}

Table 3. OSP/ID Feature Engineering Example

0SP D | fo0| .| ro9 | Spr | e

ead gal

W Eo* | ke 0| 0| 0 201 50

$le]* kis2393 6 0 0 837 708

wE]* | alblc02 5 0 0 991 370
gel* | kkoeml 71 01 0 14 8
of Z* v 2~ 11 0 0 141 13

332 OSP/AAIANE ==2ujelg

OSP/AXAE  feature engineerings %3
100709 feature® A% feature setd A
st feature sets AME3te] F|2Eld] 7wt
uploaderd ] EAg} FHHL k- Jé
28]Z(k-means Algorithm)S A&t} k
dae|ES 7 S E e A zpolo AR F
slal= WAl g Fabsle] fARE feature sets
= delelZle] klel F¥2ER FolErh
U2 9= M kE SIHIAFE AnTE F
% heavy uploader #40] 7Fs& Z o= oAt
o} Fig. 6.2 k& 622 AAst] OSP/AAAM
S 2EE AAE BoErt. Y FElaHd 2
g=9ebd, 54 heavy uploader®Z oi3ge}. &
o OSP4 heavy uploader”’} ID®] sAbst W
A% IDE frEH o A3 frEA2ED BYE
ANES FrEHPOEZ feature set] H3PF =7
Wil g FelzEld &3 Zlolvh. webA, heavy
uploader+ & 719 OSP #AoA A IDE
AREEEAY ofee] OSP #4549 IDE AH-
sleg 2o ZEjaed 23EW 2 59 heavy
uploader® o4& 4= glr}.

2N B e
o N
Loﬂ,ﬁholﬂﬁ_ﬂ:

80O

category

VB W

400 a

o 200 400 600 800 1000 1200 1400

X

Fig. 6. Visualization of Clustering by OSP/ID
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ook

2
4.1 Dataset

EHEAE gAo AR dlole Al kAt
B3 el o&f AT w2 dolelE ARSIt A&}
Hol sl= FFdlelel 17,5987} mUEE 244l
s FHeldHl EYHEAE FAIE| A2 (llegal
content obstruction program) AEAE
164,454% A5 ZA5S ¢ 1,00070 dlolg= Al
alc}. Table. 4.+ Dataset 74 Bol&Et)
FTFuolE = s AR, Sz AHH £A48] F ¢}
oFgt wetdlolel7} EAlshY Adols P22 H"
AEedut A8y ICOP AsAta: A4 Ads
zgsh} JEZEx AEEE AL

Table 4. Dataset configuration

Dataset Count
Copyrighted Public Data 17,598
ICOPW_movies_2020-03 1,000

4.2 S¥=NZE =Xl Zat

A=) H—L‘s’.xﬂ
dle]e= o]

S AT W melalol & AR 44
=7
7] wie] mE 7
[e)
s

4 =
7 e &A1 719=0) 1A
(EEEERES S NEEE

st A A=A % %”&%ﬂfﬂ Ak, > =
2 el Ao Qg 03%F 7hsAde] EAlRith
& =1 7]*3 olghe 9d3he 2-gramo® e

Al 7N ol 719 =t EAsh, Slsk=ut P2Pel
= W2 noiseZt ARlEle] o EH2ARE VA0
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Table 5. Sample of Experimental results

Collection Data

Technology Verification

JFHDAFA 22k

Original Data Text Official | posule | k=1 | k=2 | k=3 | k=4 | k=5
Normalization Title

2019 A5E oz | Ashenleows)

el 27 )& F4a | EaezeAe) . ]

Sl A5 SR | gAAEeldd | 22 T I I IO B

Qo] AT T | Agel AT R

oJof]e] e} A2]e]opr]o]ch

[ 29 shaA wa - el

(7= F A e | TIUAEA e | AEA | AR | AR | 0D

1) - FHD . zwspa | HEEA 3 NULL | 4A22H | 5014 | "3p | 2013 Lt“}"

AR | 2aRRL )

adst 399 AE 4 | aARES | toli | pho] 3 =S

SECERCSE gel=Astolst | T L1 | el | el | el | geli | A
tho]z0]) ot tho] o] o 4= | 3D -

2020.02 ( wz=¥ F - = EES: U]f i
el VIP ) ol | TEEEARRLL o 1 T ARRL | RlaE | vleE | el

S losop T A o A | A | = | =D
VIP
SRR S N A A}
NY g3 tha Fu YAk _
/\}alz“z__}_/,:ol_f’i],] _/r\_ol_o_ju{ \:]-:].o vlEol NULL vl= t}A dRE | s | e

(vl=gel o w8041 | aws | LTS 90 A&7k | A A |

— A = = LT ?

(NEW) %] B NRECE ﬂ
AAAcHeId had ) | DAEREAAR | www | o | T TSk el e
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